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My applications of binary data

* Brawlsnapshots.com (2008)

- Extract metadata from user-uploaded stage file
* redstone-bot2 (2012)

- Minecraft bot written in Ruby

 Ruby ECDSA gem (2014)
- Supports standard binary data formats



Outline

* Quick introduction to binary data
- Bytes
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* Binary data in Ruby
- Strings
- Getting bytes and integers from a binary string
— Bit fields

- 1O objects



This talk focuses on reading
iInformation from binary data
rather than writing binary
data, but Ruby supports both!



Definition: Byte

1. Anumber between 0 and 255
2. A storage location that can hold such a number
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List of all bytes in hexadecimal
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Text files generally use ASCII

Text editor

. _ LVRUG!
display:

Actual bytes in
text file:

Ox4c, 0Ox56, Ox52, Ox55, Ox47, 0Ox21

But there are many other encodings, like UTF-8, UTF-16.



Definition: text

* A sequence of characters

Definition: binary data

* A sequence of bytes that Is not text



General properties of binary data

* |t has bytes that are not ASCII characters, like
0x80—0xFF (128 to 255)

* |t stores data more compactly than text.
* |t looks like junk In a text editor.
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Hex editors
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Recap of binary data

* A byte is a number between 0 and 255.
* A byte can be written as 2 hex digits.

* A byte can be written as 8 bits.

 ASCII is a popular mapping between bytes and
characters.



Binary data in Ruby

 Typically stored in a String

str = "\x12\x34\xFE"



Fix your string's encoding!

"\x12\x34\xfe".force_encoding('BINARY")

# coding: ASCII-8BIT
N\ x12\ x34\x Fe" T firstline of file

def some_public_method(str)
str = str.dup.force_encoding('BINARY")
# ...

end



Integer literals in Ruby

 Three ways to write the same number:

181 # decimal
Oxb5 # hex
0b10110101 # binary



str

str

str

str

Inspecting a string's bytes

= "\x0d\x0e\x00\x40"

.bytes.to_a # => [13, 14, 0, 64]
.inspect # => "\r\x0E\x00@"
.hex_dnspect # => "\x0d\x0e\x00\x40"

class String
def hex_inspect

end
end

'"' + each_byte.map { |b| "\x%02x"'" % b }.join + ''"!

https://gist.github.com/DavidEGrayson/10093790




Getting a single byte from a string

str = "\x0d\x0e\x00\x40"

bytel = str[l1].ord # => 14



Unpacking integers from a string

* Main tool: String#unpack
* Big endian vs. little endian

# two 8-bit unsigned integers
"\x34\x12" .unpack('cc') # => [0x34, Ox12]

# one 16-bit unsignhed int, little-endian
"\x34\x12" .unpack('S") # => [0x1234]

# one 16-bit unsigned int, big-endian
"\x34\x12" .unpack('n"') # => [Ox3412]

http://ruby-doc.org/core/String.html#method-i-unpack



Converting integers to hex

'm = %02x"'" % [14] # => "m = Qe"



Bit fields

* Bits and groups of bits inside a byte can have
iIndividual meaning

Table 9-2. Format of Setup Data

Offset Field Size Value Description
0 bmRequestType 1 Bitmap Characteristics of request:
D7: Data transfer direction

0 = Host-to-device
1 = Device-to-host

D6..5: Type
0 = Standard
1 = Class
2 = Vendor
3 = Reserved

D4...0: Recipient
0 = Device
1 = Interface
2 = Endpoint
3 = Other
4...31 = Reserved




Getting bit fields from an integer

* Binary operators:

- << bitwise shift left
- >>  Ditwise shift right
- & pitwise and

- | nitwise or
 Example: extract a 2-bit bitfield in bits 5-6

X = 0bl1l1OOOOOO # same as OxCO
(x >> 5) & 0bll # => 0b10O



Read binary data from a file

f = File.open('foo.dat', 'rb'")

f.read(2) # => 2-byte string
f.read(10) # => 10-byte string

f.close

More methods you can use on files & sockets: http://www.ruby-doc.org/core/|O.html



Converting a String to an 1O object

require 'stringio'
10 = StringlO.new "\x0d\x0e\x00\x40"

io.read(2) # => "\x0d\x0e"
io.read(l) # => "\x00"
io.read (1) # => "\x40"
io.read(l) # => nil



Reading variable-length binary data

"\ x02\x00\x12\x34\xAA\xBB"

length = do.read(2) .unpack('S") [0]

array = length.times.map do
io.read(2) .unpack('S") [0]

end

Extending or refining

the IO class allows
/ clearer code!
length = j1o.read_uintl6
array = length.times.map do

jo.read _uintle6
end



module DataReader

def read_uint8 Example

read(1l) .ord

end |O extension

def read_int8
read (1) .unpack('c') [0]
end

def read_intl6
read(2) .unpack('s"')[0]
end

def read_uintl6
read(2) .unpack('S")[0]
end

def read_uintl6_array
length = read_uintl6
length.times.map { read_uintl6 }
end
end

jo_object.extend DataReader



Example: reading Minecraft Entity
Properties packet (simplified)

def receive_data(stream)
@eid = stream.read_int
property_count = stream.read_1int
@properties = property_count.times.map do
key = stream.read_string
value = stream.read_double
[key, value]
end
end



Creating binary data

Array#pack

String#concat (or just adding strings)
|O#write

Be careful to open files in binary mode:

- File.open(name, 'wb')



End
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